Matrix and ActivityPub for
Everything

How to Konquer the world using decentralization

Carl Schwan and Tobias Fella
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Decentralize, you must.

- Yoda, probably




Matrix & ActivityPub

Q .
o.. "'i‘ Q. . What?  Everyone can use any server, while also
“ 3 .-
/ @ | @ ' o) ) ] .
. B & ®<.0 4 interacting with anybody on another server
(@ } ) i
'(')‘.. o &= . )
o ™ I 9 D_ / @)
g 9 v a . ; _ ! L
s a0 M Vo ] oW : :
W gl AL a b Why?  See Twitter & Reddit
éd O :j a ) '1. . ;
i @ () o ) O .-\ | o]
O o . 3 o~

How? DI Use Matrix or ActivityPub



Matrix & ActivityPub

Matrix

An open network for secure,

decentralised communication.

End-to-end Federated Open
encrypted

For one-to-one and group Not one server, but many The specification is open and everyone

conversations communicating between each other via can contribute to it

the Matrix protocol



Matrix

What makes Matrix
interesting for us?

* KDE has:
* aserver: kde.org
* achatclient: NeoChat
* Matrix integration in Itinerary

* KDE contributes actively to libQuotient (Qt library for
Matrix)

* Generic communication protocol with possibility to
extend it with custom events. It's just JSON!

* Matches our values (privacy, Open Source, ...)
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ActivityPub / Fediverse?

“The fediverse is a collection of community-owned,

ad-free, decentralised, and privacy-centric social

networks.”

Federated Open

Not one server, but many The specification is open and is called

communicating between each others ActivityPub. It is a W3C standard

with many implementations



Fediverse

What about Mastodon and
the Fediverse?

* KDE has:
* an (unofficial) instance: kde.social
* Two clients: Tokodon and Choqok

* Lots of different usage: Mastodon, Lemmy, Pixelfed,
Funkwhale, BookWyrm, Nextcloud Social, Mobilizon,
Peertube, ...

* Also matches our values (privacy, Open Source, ...)
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Federation - Matrix

matrix.org

foo.org<—— bar.org



Encryption

End-to-End Encryption

Server shouldn't be able to read messages

In Matrix: Olm and MegOIm, based on

Double Ratchet algorithm from Signal

In ActivityPub: Nothing*



Bridges



Existing use case

Use Mastodon as a
comment platforms

Carl Schwan

KDE developer, Web and
QML developer

@ Home
2 Projects
A Contact

=] Archives

Search
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Q karmanyaahm social.linux.pizza
January 29, 2023 at 7:59 PM

@carlschwan nice idea ., but the reply button doesn't work for me,

oy Carl Schwan [03
E January 29, 2023 at 8:02 PM
@karmanyaahm I just reset the page to fetch from floss.social ar

¥

Q karmanyaahm social.linux.pizza
January 29, 2023 at 9:22 PM

@carlschwan nice

. Joey Sneddon 2& tech.lght

January 29, 2023 at 8:05 PM

@carlschwan Genuinely had no idea that was possible, how crazy coc

v

@ Jody Lemoine Il  hachyderm.io
January 29, 2023 at 8:06 PM

@carlschwan I have been considering this, but haven't had the cycles
wondering why anyone would run their own Mastodon instance. Her
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=

January 29, 2023 at 8:22 PM

@carlschwan cool!

https://carlschwan.eu/2020/12/29/adding-comments-to-your-static-blog-with-mastodon/



Here is an embedded comment section, so you can get a feel of what
Cactus Comments is like. Enjoy

A Shitposts allowed A

Use Matrix as a
comment platforms

Leg in Post

Test

Hwewo

Test

Jammy Wammies
Test

Bruh?

jorge
teste

TTTTTTTTT


https://cactus.chat/

Matrix in Itinerary

What is Itinerary?

KDE Itinerary is a digital travel assistant that protects
your privacy. It makes collecting all the information
about your travel inside a single application easy and

straightforward.

https://kde.org/for/travelers/

10:22 % Bl = 61%

= My Itinerary
Friday, 30 Jun 2023
\ Trip: Tubingen Hbf (June 2023)

Date: 30 Jun 2023 11:05:00 CEST (one day)

& 23°C/23°C

3 Export tripto GPX T

Q d=577 {IMEO5ICESTR

Departure from Berlin Hbf (tief) on platform 2

10557
Germany

Arrival at Stuttgart Hbf on platform 5
Arrival time: 30 Jun 2023 16:38:00 CEST

70173
Germany

9 MEX19231 16:54 CEST

Departure from Stuttgart Hbf on platform 14

70173
Germany

Arrival at Tibingen Hbf on platform 5
Arrival time: 30 Jun 2023 17:53:00 CEST
72072

Carmang
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Fediverse in Itinerary

Import Mobilizon events in
Itinerary

Moébilizon S —
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Plus d'arbres, moins de Pub!

Par Les ContribUtopistes

£33 3 personnes participent
® Evénement public Politique et organisations  anti-pub  contribution utopie  surveillance  toulouse

A propos de cet événement Lieu

z . Gare de Toulouse-Matabiau
Cachons les écran de pub-surveillance ! £y 3150, Touiouse, France

Afficher la carte
Des écrans qui nous surveillent

Date et heure

Ces écrans polluent notre ville, nos espaces publics et nos cerveaux. G Le samedi 7 novembre 2026 de 07:00 & 11:00

Mais le pire, c'est qu'ils nous observent, et prennent des notes. Organisé par

Les ContribUtopistes
@les_contributopistes

En effet, les capteurs intégrés a ces écrans publicitaires essaient de mesurer

nos regards et nos réactions aux publicités émises !



Matrix in Itinerary

Matrix and Itinerary?!

= KDE Itinerary %

= < Settings

Notifications

Onboard Status

Wi-Fi access for onboard information is avail...

Mo further action required
Matrix Integration
Synchronize rooms

Matrix ID

@carl:kde.org

Password

> Login >




10:15 N @d §73%

Matrix in Itinerary = < > Train Ticket

Station
Nirnberg Hbf

Location
Germany

Location sharing with

Arrival

Matrix and Itinerary

7/14/23 10:39 AM GMT+2

Station
Nirnberg Flughafen

Location
Germany

Q View Indoor Map ) View on Map

Public Transport...
Documents and Tickets

No documents attached to thi; **» Share via Matrix

Add Document...

Actions
< Add transfer before
< Add transfer after

¢ Edit



Matrix in Itinerary

Location sharing wi

and Itinerary...
And NeoChat

th Matrix
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Matrix in Itinerary

10:22 % Bl = 61%

= My Itinerary
Friday, 30 Jun 2023

\ Trip: Tubingen Hbf (June 2023)

Synchronizing Itinerary data
on Matrix

3 Export tripto GPX T

Q d=577 {IMEO5ICESTR

Departure from Berlin Hbf (tief) on platform 2

10557
Germany

Wanted:

* Synchronizing (JSON) Data

Arrival at Stuttgart Hbf on platform 5
Arrival time: 30 Jun 2023 16:38:00 CEST

70173
Germany

* Synchronizing Files

* Across devices in different networks

9 MEX19231 16:54 CEST

* Secure

Departure from Stuttgart Hbf on platform 14

70173
Germany

Arrival at Tibingen Hbf on platform 5
Arrival time: 30 Jun 2023 17:53:00 CEST
72072

Carmang
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Future Ideas

Endless Possib

It

File Edit View Go Tools Settings Help

< RN

Split

Places

(21 Home

M Trash

O Nextcloud

Remote

® Network

Recent

[3 Recent Files

P8 Recent Locations

Devices

[ 1.0GiB Internal Drive (nvmeOn1p2)
[ 757,0 GiB Encrypted Drive
fedora_localhost-live

[ Basic data partition

Q

> Home

TOXEDO

Open with Gwenview

o
3 I [ Open With
Cut
signal-202:
o

5

Copy
Copy Location

=)

Duplicate Here

Rename...

(=L

Move to Trash

Actions

Share with Skype

H o

Set as Wallpaper

- Share

Home — Dolphin

Ctri+X
Ctrl+C
Ctrl+Alt+C
Ctrl+D

F2

Del

> ] B Imgur

® Assign Tags
[3 Compress

= Activities

[E Properties

& | sig

> @ Nextcloud...

> O Send To Device...

> | X Send via Email...
R © Send via Telegram...
% Send via Bluetooth...

signal-2023-05-19-224215_002.jpeg (JPEG image, 246,8 KiB)

Zoom:

a o

437,4 GiB free



Future ideas

Use Matrix as iTiP handler

iCalendar Transport-Independent He o Ven Go e Wislow St e o o
Kalendar July 2023 Week 3 Days Day SE Now - Create v
Interoperablllty PrOtOCOI IS the Standard , MDY N 28 Monday 10 Tuesday 11 Wed 12 Thu 13 Friday 14 Sat 15 Sunday 16

All day ® Akademy 2023 - Thessaloniki (in pel

13 schedule view

(RFC 5546) to send email invitations

¥ Tags ~
Birthday - Engineering 12:00

Calendars ~

B Birthdays & Anniversaries O 13:00

example.ics

** Ppersonal Calendar m Flight FR 4484
{550 from NUE to SKG
&) Fastmail ~
P calendar (Default) m
15:00
3 schwancarl@gmail.com ~ 13:25-15:35
Birthdays
Feiertage in Deutschland i, 16:00
Meine Aufgaben
Numéros de semaine
schwancarl@gmail.com D
4 -~
Q. search ~
[@ Declined Invitations a 18:00
[@ oOpen Invitations a




Import Mobilizon events in
Kalendar/KOrganizer

Similar to importing the events in Itinerary



How?

Matrix: LibQuotient, developed by Alexey, Carl, and Tobias

ActivityPub: Nothing yet, come talk to us
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